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and peculiarities of formation of information space. The main threats and challenges that exist in connection with the development of 
the information society are analyzed. The effects of increased human consumption of information and speeding up the information 
progress are considered. The author focuses on the need to improve the system of information security of the state at the legislative 
level; suggests ways to prevent the abuse of information and establish a mechanism of protection of information rights. 

A  The modern period 
of civilization development 

is characterized by the transition from 
an industrial to an information society. 

becoming a legal reality from a 

of research. Intensive informatization of 
the most areas of human life and activity is 
now one of the determining global factors 

and spiritual development of humankind. 
The following features characterize this 

– exchange of information becomes 

– substantially increased opportunities 

importance of access to information for the 
development of various spheres of human 
activity;

– the transition to new forms of 

formation of new workforce by increasing 
the number of employees in the information 

– an unprecedented increase in the 
number of personal and corporate contacts 

formation of trans State and transnational 
communities; 

– government attempts to restrict 

countries objectively lead to the inhibition 
of development of these countries  

An important trend of the world 
development is the growing role of 

of national and international security 

 

Today we can state clearly that the 
development of Ukrainian legislation 
should understand more and more the 

which should play a key role in protecting 
computer systems. We must understand 
the fact that now the attacks on computer 
systems by virus technology can be 
expected not only from countries with 

develop computer systems. All these 
threats today are not only the subject of 

information space.
Ukraine is 

entering a new era of information society 
– the era of information warfare. The 
realization of national interests of ensuring 
of national security is one of the most 

important areas of this transformation. 

of rapid creation and development of 
information society in Ukraine and the 

the information security issues are getting a 

The urgency of the problems indicated 
is very high both in Ukrainian society and 

the experts are looking for answers to 
questions about the security of information 

protection of the average citizen from 

interest in security topic is related to the 

especially become active in the course of 
development of information society.

Some aspects of information society 
issues in one way or another were studied 

 
 

 
 
 

peta and others. 
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on those challenges and threats that exist 
in connection with the development of 
information society in Ukraine.

 is to 
analyze the features of formation of 

identify key information threats that 
were activated with the development of 
information society in Ukraine.

 Information 
society provides the attraction of large 
numbers of people to information resources 
improves the exchange of information 
between the various subjects of legal 

development of information relations. 

society – is the continued activity of 

undertaking organizational measures to 

issue of formation of legal information 
legislation in the mentioned area.

We must pay tribute to the leading 
researchers and founders of the theory of 

 

There are many models of information 

dorf; 

 

the idea of a new phase in the historical 
development of the advanced countries. 

a new social model that is the result of 

is mainly based on microelectronic 
technology. The growing number of people 
needs to be involved in the unprecedented 
variety of information–oriented types of 

and communications staff is extending its 

leaves no sphere of social activity 

international relations and to leisure areas 

It should be noted that in modern 
Ukraine there was formed a new type of 

which are public means of solving problems 
in the formation of a single information and 

information security and information 
communication. Formation of a new type 
of relations – informational – is due to the 

i.e. the act takes place during the interaction 

a consequence to analytically processed 
information;

national borders and cultural boundaries 
necessitates the formation of appropriate 
regulatory framework to be agreed with 
the subjects of the global information 
space and to meet the satisfaction of their 
legitimate interests;

combined with the lack of clear regulation 

making effective information management 

asymmetric impact on the real power not 
only of individual countries but also in the 
group of countries;

led to development of information culture 

some way leaving state power aside from 

urgent need for a clear implementation 

development of deontological principles of 

may lead to the loss of control over not only 

lead to the imposition of alien algorithms 

and also to the war;

culture and accentuation of a new part 
of national security – cybersecurity – 
determines the need and the development 
of new conceptual foundations of public 

PR mechanism of all the above–mentioned 

The fundamental importance in cyber 
society is a rethinking of traditional 
approaches to the development of the 

formation of a new system of creating 
high quality and high–tech information–
educational environment with the 
participation of State. It is no accident that 

of knowledge based on the scope of 
information and telecommunication 
technologies becomes an important 
national priority in developed countries of 

Today we see that on a condition 
of saving further legally unregulated 

society actually creates all the preconditions 
for the development of a new type of 
totalitarianism – the informational one. 
A few years ago there existed a relevant 
thesis that the transfer of virtuality and 

to real life. People begin to live someone 

thus feeling a false self–realization. 

one can see all the manifestations of the 
information war.

superiority by damaging the information 

informational systems of the enemy while 
at the same time protecting proprietary 

information and informational systems.
Basic methods of an information war –  

blocking or distortion of information 

 

that wars in the information environment 
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stressing that they are only elements of 

operations are components and support 
of more general processes. Arena of 
information operations is information 

The information space is the key to 

performing many tasks. In modern 

information space is being formed mainly 

and internal factors. Those are ongoing 

actually we are imposed with behavior 

of information relations – Information 
zombies. Those who deviate from the set 

the information society and require drastic 
improvements through humanitarian 
interventions or other concocted excuses 
for military invasion and capture of 

or another particular person is subjected to 

subjects of information relations it looks 
like assistance to civil society in developing 
their own position and in the formation of 
a new democratic society based on the 

them and who created actual mechanisms 
of what is stated in the Okinawa Charter of 

The main target of informational 
operations lies in manipulating of mass 

into the public consciousness and the 
consciousness of individuals; – deceiving 
people and their misinformation; – 

foundations of society; – intimidating the 

are very different and very often complex in 

 

purposeful activity of people involved in 

An informational 
progress became a tool of human 
enslavement by information technology. 

going on absorption of the individuality by 

lose their spiritual freedom and personality 

obtained from participation in various 

become an appendage to information 
technology and information resources. 

which depicted an establishment of 
control of machines over man. The irony 

person can lose the purpose of existence 
and become a hostage of information 
technology development and of the need 
for a permanent increase in information 
resources. The progressive increase in the 
consumption of information leads to the 

of existence and the subordination of one’s 
objectives to the goals of preservation and 
enhancement of the information resources. 
Under these conditions of informational 

searching for their own path and purpose 

in the philosophy of existentialism one 
considers the problem of sense of human 

it is Homo sapiens that is different from 
other living beings of the planet in that it 

motivation to commit something.
In order to prevent abuse of 

information and to protect information 

information security of Ukraine needs 
to develop science–based public policy 

of national values and vital interests 

measures to ensure security in all its 
areas of protection against threats to 
information and the right to reliable 

mentioned above demonstrates the need 
for the adoption of legal and regulatory 

of protection of information rights of 
citizens against unlawful acts of third 
parties as for information and limiting its 
impact on the individual.

 

 

 

 

 

 

 
 

 


