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In the light of the process of European integration, which is also reflected in
the sphere of health care, medical privacy concept occupies an important pla-
ce. The article is devoted to the analysis of decisions of the European Court of
Human Rights (ECHR) and international legal norms, which establish the legal
regime of health secrecy, and considers cases of lawful disclosure of doctor-pati-
ent confidentiality under the current legislation. With the help of formal-logical,
comparative-legal and systemic methods the provisions on the legal regime of
health secrecy were analyzed according to the decisions of the ECHR. In the
result there were made the conclusion that the right to information, which is a
part of health secrecy, is a right to privacy. It was also concluded that the ECHR,
on the one hand, supported a regime prohibiting the disclosure of health secrecy,
and, on the other, developed criteria that should be met by laws providing for the
lawful disclosure of health secrecy.
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AHAJIN3 PEHIEHUA ECITY OTHOCHUTEJIBHO ITPABOBOT'O
PEXUMA MEJUIIUHCKOU TAUHBI

Buxropus BAJIAX
KaHAUIaT IOPUIMYECKUX HayK, IOLEHT, JOLEHT Kadeapsl TpaskIaHCKO-
MIPABOBBIX TUCHUILIMH OJIECCKOTO HAIIMOHAJIBHOTO YHUBEPCUTETA
umenu U. . MeunukoBa, agBokat, wieH KoMuTtera no MeuuHCcKoMy U
(hapmarieBTHUECKOMY ITpaBy B OMo3THKe HarmonanbsHoi acconuanuy I0pucToB
Ykpaunsl, wied EBponeiickoi accounanuu 1o MEAULIMHCKOMY paBy
Jennc CBITHUKOB
KaHAUJaT ONOJIOTHYECKUX HayK, CTApIINi HayYHBIH COTPYAHHUK, TOIEHT
Kadeapbl TPaXKIaHCKO-TIPABOBBIX AUCHUIUTUH OJIECCKOr0 HAIIMOHAIBHOTO
yHuBepcurera uMenu W. Y. Meunukoa, unen Coro3a opuctoB Onecckoit
obnactu

B cBete nporecca eBpOMHTETpaLK, KOTOPask OTPa3uiIach U Ha cdepe 3apa-
BOOXPAaHEHUS, BAKHOE MECTO 3aHMMAaeT IMOHATHE MEIUIMHCKOW TaiHbl. Cra-
Thsl TOCBSIIEHA aHAIM3y pelleHuil EBpomeiickoro cyna mo mpasBaMm 4desloBeKa
(ECITY) n MextyHapOAHO-IIPABOBBIX HOPM, KOTOPBIMH 3aKPEIUISETCs MPaBOBOW
PEXUM METUIMHCKON TaliHBI, PACCMATPUBAIOTCS CITydad IPaBOMEPHOIO pas3Iiia-
IIeHUs BpadeOHOW TalfHBI MO JIeHCTBYIOIEMY 3aKOHOIATeNbCTBY. C MOMOIIBIO
(hopMaNBHO-JIOTHYECKOTO, CPAaBHUTEIBLHO-IIPABOBOTO M CHCTEMHOTO METOJOB
OBLIT OCYIIIECTBIICH aHAIN3 MOJIOKEHIH OTHOCHUTENIFHO TIPABOBOTO PEKMMA METH-
nuHCKOU TaiHbl cornacHo pemenuid ECITY. B pesynbrate mpoBeneHHOTO Ucce-
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JIOBaHMUS OBUIO BBISICHEHO, YTO ITPABO HAa HH(POPMALINIO, KOTOPOE BXOAMUT B COCTAB MEIUIIMHCKON TaliHbI, OTHOCUTCS K IIPaBy
Ha IPUBATHOCTH. Taxoke O6buT0 ycTanoBneHo, 9to ECIIY, ¢ oqHO# CTOPOHEI, MOIACPKUBACT PEXKAM 3aIlpeTa pas3rialieHus
MEIUIIMHCKON TalfHBbI, a ¢ APYToi — pa3paboTai KpUTEpUH, KOTOPBIM JTOJDKHBI OTBEYATh 3aKOHBI, KOTOPBIE MPeIyCcMaTpuBa-
FOT IPaBOMEPHOE pa3iallleHue MEAUIIMHCKON TalHbI.

Kniouesvie cnoga: meouyunckas matina, npusamnoCcmy, npagoMepHoe eMeuamenscmeo, npasa 4enogexd, peueHus
ECIY.

ANALIZA DECIZIILOR CEDO PRIVIND REGIMUL JURIDIC AL SECRETELOR MEDICALE

In lumina procesului de integrare europeani, care a afectat si sectorul sanatatii, conceptul de secret medical ocupa un
loc important. Articolul este dedicat analizei deciziilor Curtii Europene a Drepturilor Omului (CEDO) si a normelor juridice
internationale care asigura regimul juridic al secretelor medicale, iar cazurile de divulgare legalad a secretelor medicale in
conformitate cu legislatia actuala sunt luate in considerare. Cu ajutorul metodelor formal-logice, comparative-juridice si
sistemice, a fost efectuata o analiza a dispozitiilor privind regimul juridic al secretelor medicale in conformitate cu deciziile
CEDO. In urma studiului, s-a constatat ¢ dreptul la informatie, care face parte din secretul medical, se referd la dreptul la
viatd privatd. S-a constatat, de asemenea, ca CEDO, pe de o parte, sustine interzicerea divulgarii secretelor medicale si, pe

de alta parte, a dezvoltat criterii care trebuie indeplinite de legile care prevad divulgarea legald a secretelor medicale.
Cuvinte-cheie: secrete medicale, intimitate, interferenta legala, drepturile omului, decizii ale CEDO.

Introduction. The European
integration processes that are
taking place today in Ukraine are
reflected in various spheres of so-
ciety life. One such area is privacy,
that is the ability of a person or
group of persons to separate both
themselves and information about
themselves and then to exercise
their identity selectively at their
own discretion. In practice, howev-
er, questions are often raised about
the need to interfere with a person’s
privacy, in particular in the disclo-
sure of health secrecy. The issue
of health secrecy was considered
by both foreign and domestic sci-
entists, such as: S. Bartosh, N. Ko-
robtsov, N.A. Korotka, A.I. Mat-
sporin, A.P. Pechenyi, [.J. Senyuta,
S. Stetsenko, 1.V. Shatkovsky, L.
Furrow, M. Stauche, etc. However,
the questions of the legal regime of
health secrecy remain unexplored
and there is no common view on
the criteria for the legality of cases
of disclosure of health secrecy.

The purpose of this scientific
article is to determine the legal re-
gime of information constituting
health secrecy and cases of its le-
gitimate disclosure on the basis of
a systematic analysis of the deci-
sions of the ECHR and the norms
of national legislation.

Materials and methods. The
study of the legal regime of health
secrecy was carried out on the basis

of decisions of the ECHR, Europe-
an Conventions and national legis-
lation on this issue. The analysis of
the provisions on the legal regime
of health secrecy according to the
decisions of the ECHR was carried
out by means of formal-logical,
comparative-legal and systemic
methods.

The main body. The right to pri-
vacy and the basic principles of its
protection are established by Arti-
cle 8 of the Convention for the Pro-
tection of Human Rights and Fun-
damental Freedoms of 04.11.1950:
“Everyone has the right to respect
for his private and family life, his
home and his correspondence.
There shall be no interference by a
public authority with the exercise
of this right except such as is in ac-
cordance with the law and is neces-
sary in a democratic society in the
interests of national security, public
safety or the economic well-being
of the country, for the prevention of
disorder or crime, for the protection
of health or morals, or for the pro-
tection of the rights and freedoms
of others.” [1, Art. §].

The ECHR has developed a
large number of rules establishing
the fundamental right to privacy.
Part of privacy in legal measure-
ment is the right of the natural per-
son for health secrecy, namely — the
right to demand from the third par-
ties nondisclosure of information,

which is secret. In particular, in
the case “Z. v. Finland”, the ECHR
indicated for the first time that...
The Court will take into account
that the protection of personal
data, not only health data, is essen-
tial for a person to exercise his or
her right to respect for private and
family life, as guaranteed by arti-
cle 8 of the Convention (Art. 8). It
is decisive not only to respect the
patient’s health secrecy, but also to
ensure his confidence in the health-
care profession and health services
in general” [2]. Thus, the ECHR
adopted a position of protection of
human rights on the secrecy of its
state of health.

In accordance with Article 8 (1)
of the EU Directive on Personal
Data Protection [3, Art. 8] and Ar-
ticle 6 of the Convention on the
Protection of Persons in Connec-
tion with Automated Processing of
Personal Data [4, Art. 6], personal
data concerning the state of health
of a personal data subject are quali-
fied as special, “sensitive” data. As
a result, patient health data may be
subject to a severe data processing
regime than other, “insensitive”
data. In “M.S. v. Sweden”, the
ECHR summarized that national
legislation should provide appro-
priate safeguards to exclude any
communication or disclosure of
personal health data if this is not in
line with the safeguards provided
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by article 8 of the Convention [5].

The right to health secrecy is
protected in every possible way
at the national level. In particular,
in the case “Avilkin and others v.
Russian Federation”, the ECHR
once again stressed: “The protec-
tion of personal data, including
health data, is fundamental to the
enjoyment by a person of his or
her right to respect for private and
family life. It is a right guaranteed
by article 8 of the Convention.
Respect for the confidentiality of
health information is a particular-
ly important principle of the legal
systems of all states parties to the
Convention. The transmission of
such information can seriously af-
fect the private and family life of
citizens, as well as their social situ-
ation and employment, as it makes
them subject to abuse and possible
persecution” [6].

Standards of the Point 4 of Part
2 of Article 65 of the Code of Crim-
inal Procedure according to which
health workers and other persons
who in connection with perform-
ance of professional or official du-
ties knew of a disease, health ex-
amination, survey and their results,
intimate and family aspect of life
of the person cannot be interrogat-
ed as witnesses act as guarantees
of such protection in Ukraine. It
is information constitutes doctor-
patient confidentiality [7, Art. 65].

The current Code of Civil Pro-
cedure of Ukraine in the version
of 2017 does not contain such a
norm, made it possible to involve
healthcare workers as witnesses.
On this occasion, the ECHR be-
lieves that... “An order requiring
the complainant’s doctors to testify
in court does not constitute a vio-
lation of the Convention.” [2]. The
European Court of Human Rights
took a similar position in the case
“Birjikovskiy v. Poland”. Here,
the court confirmed the legality of
the actions of the District Court of
Wroctaw-Kzhiki, which released,
at the request of the prosecutor,

4

doctors who took part in childbirth
from the obligation to observe pro-
fessional secrets in order to obtain
their testimony [8].

On the one hand, the ECHR
recognizes that respect for the se-
crecy of health data is an essen-
tial principle of the legal systems
of all parties to the Convention,
since “without such protection,
those in need of health care, may
refrain from providing personal or
intimate information necessary for
proper treatment, and from seek-
ing such assistance, thereby en-
dangering their own health, and
in the case of contagious diseases,
the health of society”. But, on the
other hand, the ECHR ““allows that
the interests of the patient and the
society as a whole in protecting the
secrecy of health information can
be inferior in importance to the in-
terests... To ensure the transparency
of proceedings if it is proved that
such interests are more essential”
[2]. Anyway “A critical criterion
for the availability of information
is the risk of adverse effects due to
public access to it, especially when
it comes to private space” [9].

Both European and national leg-
islation are aware of cases of legiti-
mate disclosure of information con-
stituting doctor-patient confidenti-
ality. In particular, they include the
following: information constituting
health secrecy may be disclosed (1)
with the consent of the patient him-
self and (2) without the consent of
the patient in cases expressly pro-
vided for by national law.

In Ukraine, the question of the
legitimate disclosure of informa-
tion constituting a health secrecy
contained in such laws as “On
Psychiatric Care” (Art. 6), “On
Combating the Spread of Diseases
caused by the Human Immunodefi-
ciency Virus (HIV) and Legal and
Social Protection of People living
with HIV” (Art. 13), “On Prevent-
ing and Combating Domestic Vio-
lence” (Art. 12) etc.

The legislation of foreign states
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knows cases of lawful disclosure
of health secrecy, which are not
mentioned in domestic legisla-
tion. First, information constituting
health secrecy can be disclosed for
the purpose of preventing society
from committing a crime. Such a
case was analyzed by the High
Court of Justice in Great Britain in
Dablew v. Edgell (W v. Edgell). In
the relevant case, a mentally ill pa-
tient was convicted of murder and
grievous bodily harm. One condi-
tion of his early release was obtain-
ing a psychiatrist’s opinion that
the patient was healthy and did not
pose a danger to society. One con-
dition of his early release was ob-
taining a psychiatrist’s opinion that
the patient was healthy and did not
pose a danger to society. The pris-
oner’s representatives requested
Egell’s doctor, but after a doctor’s
examination, it was concluded that
the patient was ill and dangerous.
Mr. Edgell asked lawyers to pro-
vide information on the conclusion
drawn in the prisoner’s case, but
was refused. After that, the doctor
sent a copy of his opinion to the
director of the institution in which
the patient was held and to the in-
stitution competent to decide on his
early release. Representatives of
the patient filed a claim for protec-
tion against disclosure of confiden-
tial information. The court ruled in
favor of the doctor, finding that the
doctor acted in accordance with the
law and his actions were necessary
in the interests of public safety and
prevention of the crime [10].
Secondly, public persons may
experience special interference with
privacy, and information on their
health may be disclosed. The issue
of health disclosure of the health
of a public person was analyzed in
Campbell v. MGN Limited. Super-
model Naomi Campbell has repeat-
edly convinced society she has no
drug addiction. One British publi-
cation informed its readers that the
supermodel was being treated in a
specialized facility for drug addicts,
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about the details of such treatment,
and published a photo of Naomi
against the background of the es-
tablishment. In this regard, the su-
permodel appealed to the court for
violation of her right to privacy. As
a result of the court review, it was
decided that information about the
drug addiction of the supermodel
and receipt of health care could
be disclosed, as it herself misled
society with its statements about
a healthy lifestyle. At the same
time, the publication of informa-
tion about the institution in which
Naomi received health care, the
details of the treatment, as well as
the placement of her photo against
the background of a specialized in-
stitution for the treatment of drug
addicts, is an improper interference
with privacy [11].

It should be noted that the po-
sition of the British Court on this
category of cases is ambiguous in
the doctrine of law. Paragraph 7
of Resolution No. 1165 (1998) of
the Parliamentary Assembly of the
Council of Europe on the Right
to Privacy [12] states that public
figures are persons holding public
office and/or using public resourc-
es, as well as all those who play
a role in public life or in politics,
economy, art, social affairs, sports
or any other sphere. Consequently,
according to some scholars, pub-
lic persons are entitled to a health
secret like any other person. As L.
Burmeister notes, public people
usually reach certain “heights” in
life due to their talent, mind, hard
work and initiative, and therefore
it seems unfair to limit their right
to secrecy about the state of health
[13, p. 19]. Others note, however,
that the state of health of some pub-
lic figures (for example, applicants
for the post of Head of State) may
affect the lives of a large number
of persons, necessitates the disclo-
sure of relevant information [14, p.
14]. After all, “public persons must
realize that the special status they
have in society automatically in-

creases the level of pressure on the
privacy of their lives” [12, p. 6].

The relevant question was also
analyzed in Von Hannover v. Ger-
many (No. 2), which was consid-
ered by the ECHR. In the circum-
stances of the case, the complain-
ants, the eldest daughter of the
Prince of Monaco, Rainier III and
her husband, appealed to the Eu-
ropean Court of Human Rights,
believing that their right to respect
for privacy had been violated by a
number of publications. One of the
publications that were the subject
of the trial referred to the illness of
Prince Rainier III of Monaco. The
ECHR agreed with the arguments
of the German Federal Court of
Justice that the disease of the ruling
monarch and the behavior of his
family members during the illness
1s an event of common interest, and
therefore the publication of such
information is legitimate [15].

Third, it is possible to disclose
doctor-patient confidentiality for
the benefit of third parties, as de-
scribed in Tarasoff v. Regents of
University of California. The pa-
tient turned to a university psychol-
ogist and told the latter of his inten-
tion to kill his ex-girlfriend Tatiana
after her return home from Brazil.
The doctor informed the police of
the relevant intentions. The police
had a conversation with the guy and
released him after promising not to
kill the girl. A few months later,
a guy came to his ex-girlfriend’s
house and killed her. Tatiana’s par-
ents filed a lawsuit with a doctor,
the director of a health institution
and a university. On the basis of
the results of the investigation of
the circumstances of the case, the
court decided that when the dan-
ger posed to a third person by the
patient became clear to the doctor;
he was obliged to show reasonable
care for such a person. A doctor
may warn a third party or police of
the danger or take other measures
acceptable under the circumstances
[16].
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With regard to the last case of
the ECHR in the already mentioned
case “Avilkin and others v. Russian
Federation”, recalled that interfer-
ence in privacy when... “The inter-
est of the patient and society at large
in protecting the confidentiality
of health data may be outweighed
by the interest in investigating and
prosecuting crimes, as well as the
transparency of the trial, if it is
proven that these interests should
be of more serious importance”.
Regarding the “M.S. v. Sweden”
case, the ECHR noted: “... Bear-
ing in mind the considerations set
out and the discretion enjoyed by
States in this area, the Court must
examine, in the light of the whole
case, the reasons given for the in-
tervention were relevant and suffi-
cient and measures proportional to
the legitimate purpose”.

In summary, the ECHR care-
fully studies cases of interference
with the privacy of a person, es-
pecially when it comes to cases of
disclosure of information constitut-
ing health secrecy. “Such interfer-
ence may be justified only if the
conditions of article 8, paragraph
2, of the Convention are met. In
particular, if intervention is not to
be contrary to article 8, it must be
carried out “in accordance with the
law”, has a legitimate purpose, and
be necessary in a democratic soci-
ety to achieve that goal... The rele-
vant activity is required to be based
on national legislation; it also deals
with the quality of the relevant leg-
islation and requires that it be made
available to the concerned person,
who will also be able to predict its
effects on himself. Moreover, this
legislation should be consistent
with the rule of law” [17].

In cases of unlawful collection
and/or disclosure of information
constituting doctor-patient confi-
dentiality, the ECHR always refers
to the interpretation of the phrase
“by law” provided to them. Thus,
in the case “L. H. v. Latvia”, the
ECHR indicated that... “The con-
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tested criterion had some basis in
national legislation that was com-
patible with the rule of law, which in
turn meant that national legislation
should contain precise language
and allow adequate protection
against arbitrariness. Accordingly,
national legislation should deter-
mine with high accuracy the scope
of rights granted to competent au-
thorities and the manner in which
they are applied” [6]. That is, it is
the “quality of the law”, which al-
lows the collection, processing and
dissemination of information con-
stituting health secrecy. The Euro-
pean Court of Human Rights states
that such a law should be seen to
be accurate in regulating the condi-
tions and procedure for storing and
using relevant information, while it
is important to have clear detailed
rules relating to borders and the ap-
plication of such measures, as well
as to minimum guarantees [18].

An example of a “qualitative
law” may be the provisions of Part 6
of Article 163 of the Code of Crim-
inal Procedure of Ukraine, which
establishes the basis for temporary
access to health documentation. It
should be a decision of an investi-
gative judge (not law enforcement
agencies) within the framework of
a pre-trial investigation or a court
decision within the framework of
the relevant criminal case.

As we can see, when the ECHR
examines the legality of interfer-
ence by the authorities in human
rights, it assesses in detail not only
whether such interference was car-
ried out in accordance with the law
on quality and pursued its legiti-
mate purpose, but also whether it
was necessary in a democratic so-
ciety and proportional.

National personal data laws es-
tablish a general rules for informa-
tion that contains health secrecy:
1) personal data are processed for
healthcare and preventive purpos-
es, in order to establish a medical
diagnosis, rendering health and
health-social services; 2) process-
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ing of personal data is carried out
by persons which are profession-
ally engaged in healthcare activi-
ties and are obliged to keep health
secrecy in accordance with the
provisions of national legislation;
3) storage of information on the
state of health of citizens should
be in isolation in order to realize
their right to health protection and
health care.

In the context of the question
under consideration, cases of dis-
closure of information constituting
health secrecy against deceased pa-
tients deserve special attention.

In view of the fact that “personal
information concerning the patient
is undoubtedly related to his pri-
vate life” [2] and guarantees of the
protection of the honor and dignity
of the deceased and good memory
of him cannot be excluded from the
sphere of general (public) interest
in the State, where the person, her
rights and freedoms are the high-
est value health secrecy are also
intended to protect the information
about the deceased.

It should be noted that in
Ukraine the regime of confidenti-
ality of information about a person
is not preserved after his death and
practical confirmation of the lifting
of the legal ban on health secrecy
is a certificate, which is issued after
death. In relation to the deceased, a
certificate of cause of death is is-
sued stating the cause of death and
the illness that led to it, which is
directly related to the disclosure of
health secrecy. This document is
issued to the wife/husband, a close
relative, other relatives or a legal
representative of the deceased,
and may also be issued to another
person who has assumed the obli-
gation to bury the deceased (this
list is not established at the legisla-
tive). Thus, any natural person can
practically become the recipient
of the data which is health secrecy
concerning the dead, and the law
did not establish legal responsibil-
ity for its disclosure.
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Healthcare documentation col-
lected in accordance with the pro-
cedure established by law in the
provision of health care, after the
death of the patient, continues to
be a medium of information. The
health institution while maintain-
ing the healthcare documentation,
then acts as the owner of the infor-
mation and can dispose of it.

The conclusions reached by the
ECHR in “E. M. et al. v. Romania”
were relevant. The Court, citing
its own jurisprudence, explained
that... “If the violation of the right
to life or security of person is not
committed intentionally, the posi-
tive obligation imposed by article
2 to establish an effective judicial
system does not necessarily require
the conditions of criminal protec-
tion in each case. In the specific
area of medical negligence, obli-
gations may, for example, also be
remanded if the legal system pro-
vides victims with protection in
a civil court, both independently
and together with protection in a
criminal court, making it possible
to establish any liability on the part
of doctors and obtain civil redress,
such as a claim for compensation
for damages and publication of the
decision. Disciplinary sanctions
may also be imposed” [19].

As stated above, the ECHR con-
siders it in principle permissible to
disclose information constituting
doctor-patient confidentiality to
third parties, provided that the rea-
sons justifying such interference
in privacy are convincing and suf-
ficient and the measures taken are
proportional to the legitimate pur-
pose [2, 5].

Conclusions. Having analyzed
the main legal positions of the
ECHR and the norms of national
legislation on the right to non-dis-
closure of information constituting
health secrecy, we will draw con-
clusions.

First, information which is a part
of health secrecy confidential with
the strengthened protection mode
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and the right on such informa-
tion belong to the right for private
life, fixed and guaranteed Article
8 of the Convention on protection
of human rights and fundamental
freedoms.

Secondly, the European Court
of Human Rights, given the dis-
cretion of national legislation to
regulate the legal regime of health
secrecy, on the one hand supports
the regime of prohibition of disclo-
sure of health secrecy, and on the
other hand, has developed criteria
that must be met by laws providing
for the lawful disclosure of health
secrecy. Such laws must be of good
quality, and interference with pri-
vacy (disclosure of information
constituting health secrecy) must
be in accordance with national law,
have a legitimate purpose, and be
necessary in a democratic society
and proportional.
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